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J\ Azure

Highway Three Solutions was brought in to evaluate numerous tools and create a cloud
infrastructure for the Integrated Data Office (IDO). H3 designed a flexible solution that did its'
best to be cloud agnostic but lived on Azure.

IDO requires the secure drop off of large files, processing of them (de-identification) and
dropping them into a data lake. At which point researchers can work on the de-identified data
gaining the benefit of the data lake using notebooks.

H3 stood up, and evaluated numerous software as part of the IDO team to satisfy the needs of
IDO. Eventually a Hadoop (HDP) solution was chosen for the data lake. Jupyterhub was chosen
as the notebook. A microservice architecture was chosen to support the front-end. Docker
containers with the intention of Kubernetes deployment was utilized heavily to support a highly
scalable design.

Azure Development and tool highlights:

Terraform to create infrastructure as code, with remote storage for collaboration.
Jenkins to deploy both infrastructure changes (Terraform) and app changes (Helm
Charts for Kubernetes)

e HDP for Hadoop data lake platform (Using Ambari Blueprints to setup and Azure Vms for
the machines)

e Keycloak for IAM syncing to LDAP to tie to Hadoop (All tools use either LDAP or OIDC
for auth to keycloak), also allows social login if desired

e Hashicorp Vault for secrets and configuration management using HCL Policies for
access control with Consul for HA which also provides service discovery/mesh
Azure Application Gateway and APl Gateway for controlling access to services
Azure NSG/Vnets/Subets for securing Infrastructure pathways
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e Azure Hosted Postgres/MySql/Cosmos(NoSQL) for databases used by all services and
Storage blob for storage

e Architected and built infrastructure to support user management, authentication and
authorization via Amazon Cognito and tying it together will social providers like Google.
Deployed Amazon API Gateway with throttle, secure, manage, version and deploy APls
Created detailed access rules for S3 via bucket polices and IAM policies.

Implemented complex solutions that require cross account access for Amazon resources
such as S3.

e Defined load balancing infrastructure that routes traffic to different APIs or FE instances
based on url routes and hostnames using Amazon Application Load Balancer

e Asset storage in Aspera (programmatically created nodes on S3 storage)
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